PRIVACY NOTICE

1. Controller

Name: CERTOP Termék- és Rendszertanusitd Kft.

Address: 1115 Budapest, Kevehaza u. 1-3.

Representative of the Controller: Emese KOVER

Contact details of the Data Controller regarding data protection: adatvedelem@hu.certop.com

This notice is a unilateral commitment by the Controller in accordance with Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 and the applicable laws of the respective Member State.

This notice may be unilaterally amended and/or withdrawn by the Controller at any time, by informing the Data
Subjects simultaneously. The information is provided by publication on the website or, depending on the nature of
the change, by direct notification to the Data Subjects.

2. Purpose of the processing

2.1 Liaising with partners/clients, customers, suppliers, auditors, subcontractors

Liaising, sending system messages relating to the service. Issuing quotations, concluding contracts, notifying
changes in connection with certification, managing and recording contact details, personal and telephone contact.
Reconciliation and updating of the details of contact persons, documentation of partner visits. Contact and
communication related to participation in events. On the website the data subject requests information on the
validity of the certification of the legal entity provided by the Data Subject.

Legal ground of the processing: Legitimate interest - It is the legitimate interest of the Controller to record the
contact person’s details.

Processed data: Name, address, email address, phone, individual ID.

Scheduled end of the processing period: The last working day of the 10t year following the termination of the
partnership agreement

or until an objection is made by the Data Subject

Sources of collected data: Data collected from the data subject, client or the

client’s representative. After the expiry of the time limit, the Controller shall reclassify

the data for the following processing purposes: New purpose of the data

processing: N/A

Scheduled end of the processing period: N/A

2.2 Managing system certification documentation and collecting and managing the related
objective evidence

Processing required for the system certification service, preparation of proposals and tender documents,

management of the contracting authority's data sheet, preparation of contracts, registration of audit orders,

management of audit documents, attendance sheets, certificates.

Legal ground of the processing: Legitimate Interest - It is in the legitimate interest of the Controller to prepare

and maintain documentation required by the accrediting authority and complying with the processing requirements

of effective business operation.

Processed data: Client data, contact details, personal data appearing in the full certification documentation,

details and signatures of auditors, consultants, experts, names, titles and signatures of audit participants.

Scheduled end of the processing period: The last working day of the first May after the 10t full year following

the termination of the contract or the revocation of the certificate, or until the Data Subject's justified objection.

Sources of collected data: Data collected from the client or the client’s representative, auditor, expert,

consultants and audit participants.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:

New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.3 Managing documentation related to the operation of management systems. Processing
related to accreditations, documentation and audit files

MSZ EN ISO/IEC 17021-1:2016 Conformity assessment. Processing of personal data relating to the operation of a

management system under the standard entitled "Requirements for bodies performing audit and certification of

management systems". Compliance with the documentation requirements of the Controller's accreditations in

Hungary. Records of auditor competences Registration of the personal data of experts and auditors to prove their

qualifications, professional experience and practice in the performance of their activities.
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Legal ground of the processing: Legitimate Interest - It is in the legitimate interest of the Controller to prepare
and manage the documentation required by the supervisory body.

Processed data: Name, position, signature, personal data, qualifications, professional experience.

Scheduled end of the processing period:

Own system documentation and certificates: The last working day of the first May after 10 years from the

end of the accreditation cycles.

Sources of collected data: Data collected from the data subject

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.4 Management and filing of contracts

Management, filing of contracts. Filing of contracts related to the activities of the Controller, management and
updating of the data of the contact persons of the contracting party at the time of the conclusion of the contract,
data of the authorised representatives of the contracting party and updating of theoe data.

Legal ground of the processing: Legitimate interest - It is in the legitimate interest of the Controller to record
the contact person's data.

Processed data: Name, phone number, position, e-mail, signature

Scheduled end of the processing period: The last working day of the 10t year following the termination of
the contract, or until an objection is made by the Data Subject.

Sources of collected data: Data collected from the data subject

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.5 Issuing an invoice and the related documentation required for the provision of the service
Issuing an invoice and the related documentation required for the provision of the service

Legal ground of the processing: Statutory obligation

Processed data: Invoicing name and address, e-mail address, Name of contact person, position.
Scheduled end of the processing period: At least 10 years.

Sources of collected data: Data collected from the customer or the customer’s representative.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.6 Handling complaints and appeals about the Controller's business activities

Handling complaints and appeals about the Controller's business activities

Legal ground of the processing: Legitimate interest - It is in the legitimate interest of the Controller to handle
and document complaints and appeals about their business activities.

Processed data: Name, email address, phone number.

Scheduled end of the processing period: 10 years from the date of receipt.

Sources of collected data: Data collected from the data subject

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.7 Promotion of service(s) and measuring satisfaction with service(s), conducting research to
improve services

Recommendation of the services, certifications, events and programs provided by the Controller.

Legal ground of the processing: Consent

Processed data: Name, e-mail address, position, etc.

Scheduled end of the processing period: Until the Data Subject’s consent is withdrawn.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassifythe data for the following processing purposes:

New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.8 Registration of postal items

Registration of postal items relating to the Controller’s activities. Legal ground of the processing: Legitimate
interest - It is in the legitimate interest of the Controller to record the data of the Data Subject/contact person.
Processed data: Name, address
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Scheduled end of the processing period: The last working day of the first May after the 2™ full year from the
start of processing.

Sources of collected data: Data collected from the client or the client’s representative.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.9 Advertising of own service(s) for direct marketing purposes

Recommendation of the services, certifications, events and programs provided by the

Controller. The source of data is the Controller’s database of partners.

Legal ground of the processing: Legitimate interest - It is in the legitimate interest of the Controller to conduct
direct marketing.

Processed data: Name, e-mail address.

Scheduled end of the processing period: Until an objection is made by the Data Subject.

Sources of collected data: Data collected from the customer or the customer’s representative.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.10 Registration for an event

Management of registrations related to corporate events organised by the Controller.

Legal ground of the processing: Consent

Processed data: Name, Company Name, Position, E-mail address, Phone

number. Number of adult guests, number of minor (aged less than 16) guests.

Scheduled end of the processing period: Until the data subject’s consent is withdrawn or until the following
event held on the same topic.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.11 Event photography, video recording and social media publishing.

The Controller takes photos and videos of the events organised by them, which may be published on the
Controller's website and LinkedIn page and stored in their own organisational databases.

Legal ground of the processing: Legitimate interest - The Controller has a legitimate interest in personalised
communication on their own website and social media.

Processed data: face and body image.

Scheduled end of the processing period: Until an objection is made by the Data Subject.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.12 Ensuring IT business continuity and data backup

Operation of IT systems and infrastructure, including the operation of workstation servers and network components,
archiving and backing up data and restoring them in the event of a disaster. Legal ground of the processing:
Legitimate interest - It is in the legitimate interest of the Controller to monitor, maintain, troubleshoot, regularly
backup and archive IT systems in order to maintain business continuity.

Processed data: All categories of digital data collected or processed by the Controller.

Scheduled end of the processing period: The organisation keeps the data backup of its IT system for 30 days,
and the data archived until the last working day of May in the 2nd year following the backup.

Sources of collected data: Data collected from the customer or the customer’s representative.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.13 Use of cookie technology to enhance user experience and performance and provide

personalised content and advertising.
Improving the user experience for users visiting the website, displaying customised content based on interests,
promoting products and services based on previous visits, and identifying future improvements based on user
needs. Setting up and managing performance, functional, targeting and advertising cookies.
Legal ground of the processing: Consent
Processed data: Name, address, telephone number, e-mail address, IP address.
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Scheduled end of the processing period: For the period specified in the Cookie Notice or

until the data subject's consent is withdrawn.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.14 Management of cookies (Technical cookies) necessary for the operation of the website

The Controller places cookies and web beacons on the website to recognise a user who has visited the website
before; to map the visitor's interests; improve the visitor's user experience and show personalised contents to the
visitor as well as to improve the security of the website an the website itself.

Legal ground of the processing: Legitimate interest - The Controller has a legitimate interest in the use of
cookie technology necessary for the operation of the website.

Processed data: IP address, Unique ID number, dates, times. Scheduled end

of the processing period: For the period specified in the Cookie Notice.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

2.15 Processing relating to the GDPR:

Processing relating to the GDPR.

Legal ground of the processing: Statutory obligation

Processed data: Name, Data protection identifier, Data subject request, date, type, content, Data

subject request result, Incident date, documentation, result.

Scheduled end of the processing period: Not to be scrapped.

Sources of collected data: Data collected from the data subject.

After the expiry of the time limit, the Controller shall reclassify the data for the following processing purposes:
New purpose of the data processing: N/A

Scheduled end of the processing period: N/A

3. Consequence of failure to provide data
Possible consequences of the failure to provide the required data: Failure of the data processing purpose.

4. Data subjects

Partners/clients having a contract with the Controller and their contact persons, as well as representatives of natural
persons or legal entities using the services of the Controller and subcontractors and auditors supporting the supply
of the services of the Controller.

5. Mandatory data to be provided

The Controller does not indicate the mandatory data to be provided in on each of the data submission interfaces,
where the provision of all data is mandatory. In interfaces where not all data are mandatory, the Controller indicates
the mandatory data fields by displaying an asterisk*.

6. Children

The Controller's services are not intended for persons under 18 years of age and do not fall within the scope of the
Information Society services. Please make sure that persons under the age of 18 do not provide Personal Data to
the Controller. If the Controller becomes aware that Controller has collected personal data from a child under the
age of 18, they shall take the necessary steps to erase the information as soon as possible.

7. Information on the use of a Processor
During data processing, the Controller transfers the data to the processor(s) contracted by them for the fulfilment
of the contract.

Categories of recipients (individual Controller): Authorities, Hungarian Post, Account Managing Bank,
Accrediting Authority, International Accreditation Forum (IAF), Legal representative

Categories of processors: Payroll service providers, administration system provider, administration system
developer, IT service provider, Accountant, Professional chambers, Administration system operator, External
auditors, External experts, Data processors specified in the cookie policy, newsletter,IT service provider, Application
provider, consultants, legal advisor, GDPR advisor, (national and international) database related to accreditation.
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8. Parties authorised to access data

The Controller shall not transfer the data obtained to third parties, with the exception of the processor(s) and
recipients indicated in Section 7.

8.1 Access to IT backup data

The Controller stores IT backups separately with access control. Access to backed-up data is restricted to IT
operations staff only, subject to appropriate documented procedures. When restoring from backup, the Controller
has a documented procedure for the process of reviewing data restored from backup before live use.

9. Managing data received from third parties

If the Data Subject or client does not provide their own data to the Controller, but those of another natural person,
the Data Subject or client shall be solely responsible for providing the data with the consent, knowledge and
appropriate information of that natural person. The Controller is not obliged to check if those have been obtained.
The Controller draws the Data Subject’s or client’s attention to the fact that if they do not fulfil this obligation, and
as a result the Data Subject enforces a claim against the Controller, the Controller may pass on the enforced claim
or the amount of related damages to the Data Subject or the Client.

10. Data transfer to a third country or to an international organisation

In the case of data transfers to countries outside the EEA, the Controller transfers users' data to the following
recipients as processors, subject to the following guarantees.

Recipient in @ non EEA member state Guarantees of data transfer
Google Inc. SCC + DPA

Cognito, LLC. SCC

The Rocket Science Group, LLC (MailChimp) SCC SCC

11. Rights of the data subjects
The Data Subject may request the Controller, at the contact details indicated in Section 1, to

. rectify their personal data,

. provide information on the processing

. erase their personal data or restrict data processing,

. transfer their data to another Controller if the processing is based on a contract

or consent and the data are processed by the Controller in an automated procedure.
. or may provide for the withdrawal of their previous consent to the processing.
The Controller shall process or reject (with reasons) the notification within 1 month after the submission of the
request at the latest, or in exceptional cases, within a longer period permitted by law. It informs the Data Subject
in writing of the result of the investigation.

11.1 Cost of information

For the first time, the Controller shall provide the measures and the necessary information free of charge.
If the Data Subject requests the same data for the 2" time within a month, which has not changed during this
time, the Controller will charge an administrative fee.
e The basis for calculating the administrative cost is the cost per hour of the current minimum wage as an
hourly rate.
e The number of hours worked for the information, calculated on the basis of the former hourly rate.
e Furthermore, in the case of a paper-based information request, the cost of printing the response at cost
and postage.

11.2 Refusal of information

When the Data Subject's request is manifestly unfounded, the Data Subject is not entitled to receive the information
or when the Organisation as Controller can prove that the Data Subject has the requested information, the Controller
shall reject the request for information.

If the Data Subject's request is excessive, in particular because of its repetitive nature, the Organisation may
refuse to act on the request when

e the Data Subject makes a request to exercise the rights under Articles 15 to 22 on the same subject matter
for the third time within one month.
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11.3 Right to objection

The data subject has the right to object at any time to the processing of their personal data on the legal ground of
a legitimate interest or public authority.

In such a case the Controller shall no longer process the personal data unless they demonstrate compelling
legitimate grounds for the processing which override the interests, rights and freedoms of the data subject or for
the submission, enforcement or defence of legal claims.

If it establishes that the legal ground of the objection is justified, the Controller shall terminate the data processing
as soon as possible - including the transfer of data and further data collection. It shall notify all persons to whom
it has previously transformed the data of the Data Subject of the objection.

The processing of the request is free of charge, except for unfounded or excessive requests, for the processing of
which the Controller may charge a reasonable fee corresponding to the administrative costs. If the Data subject
disagrees with the decision of the decision by the Controller, they may apply to the court.

12. Information on data security measures

The Controller processes the data in a closed system in accordance with the requirements of their own Information
Security Policy.

The Controller provides default and built-in privacy. For this purpose, the Controller shall apply appropriate
technical and organisational measures in order to:

. precisely regulate access to data;
. grant access only to persons who need the data to perform the task for which they is collected,
and then only to the minimum necessary to perform that task;

. carefully select the data controllers mandated by it and ensure the security of the data with
an appropriate data processing contract;
. ensure the integrity (data integrity), authenticity and protection of the data processed.

The Controller shall apply reasonable level of physical, technical and organisational security measures to protect
the data of the Data Subject, in particular against their accidental, unauthorised, unlawful destruction, loss,
alteration, transfer, use, access or processing. The Controller shall immediately notify the Data Subject in the event
of unauthorised access to or use of personal data that is known and involves a high risk to the data subject.

If the transfer of Data Subject’s data is required, the Controller shall ensure the appropriate protection of the
transferred, for example by encrypting the data file. The Controller is fully responsible for the processing of the
Data Subject’s data performed by third parties.

The Controller shall also ensure, through appropriate and regular backups, that the Data Subject's data is
protected against destruction or loss.

13. Legal remedy
Whenever a Data Subject feels that
a) the Controller restricts the exercise of their rights or rejects their request to do so, you may initiate an
investigation by the National Authority for Data Protection and Freedom of Information to examine the
lawfulness of the Controller's measure;
b) in the processing of their personal data, the Controller is in breach of the legal requirements for the
processing of personal data,
e they may request the National Authority for Data Protection and Freedom of Information to
conduct data protection authority proceedings in the matter, or
e may bring an action against the Controller in the court, competent according to their place of
residence or domicile, at their choice.

Contact details of the National Authority for Data Protection and

Freedom of Information. President: Dr Attila PETERFALVI,
Address: 1055 Budapest, Falk Miksa utca 9-11.

Postal address: 1363 Budapest, PO Box 9.

Phone: +36-1-3911400

Email: ugyfelszolgalat@naih.hu

www.naih.hu

Budapest, 07 10 2024
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